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Abstract—Packet-level generative models are designed to be
employed for evaluating and designing high layer wireless com-
munications protocols. The significance of these models arises
from their ability to replace the entire physical communication
layer, hence reducing the time and complexity of wireless system
simulations. In this paper, an enhanced general packet radio
service (EGPRS) transmission system is utilized to obtain ref-
erence bursty packet error sequences. We then propose a new
hidden Markov model with two processes to generate packet
error sequences of any desired length. The attained burst error
statistics demonstrate a satisfactory performance compared to
those of reference packet error sequences.

I[. INTRODUCTION

A digital channel consists of the complete transmission
chain in a communication system, including the transmit-
ter, the physical channel, and the receiver. The erroneous
packets encountered in the digital channels are correlated.
Error models have been proposed to describe the packet error
sequences by using the error burst statistics. Error models
are either descriptive or generative [1]. Descriptive models
statistically characterise target error sequences obtained from
real systems. Generative models are an alternative mechanism
that can produce error sequences having similar statistics to
those of general models. Simulating real systems is often time-
consuming and therefore, generative models are an alternative
solution. Packet-level error models are essential for evaluating
high layer wireless communication protocols, e.g., in the
media access control (MAC) layer [2].

There has been extensive research on bit-level generative
models, which can generally be divided into five classes.
These include Markov models [3], [4] such as the well-
known simplified Fritchman model (SFM) [5], hidden Markov
models (HMMs) such as using the Baum-Welch (BW) al-
gorithm [6] and double embedded processes [7], stochastic-
context free grammars models [8], chaotic models [9], and the
deterministic process based generative models (DPBGMs) [10]
which outperform the first four classes of generative models
in terms of fitting the desired burst error statistics. However,
DPBGMs do not create new error bursts in the process of
generating error sequences. Instead, they retrieve error bursts
directly from the reference error sequences according to their
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lengths. This restricts their ability to adaptively generate error
sequences when the channel conditions vary. In principle, all
the five classes of bit-level generative models can be adjusted
to generate packet error sequences by properly tuning the
involved parameters. The purpose of this paper is to follow
the line of the bit-level double embedded processes based
HMM (DEPHMM) we proposed in [7] and extend to a packet-
level DEPHMM for generating packet error sequences. Also,
we will compare the newly developed packet-level DEPHMM
with the packet-level DPBGM and SFM in [11].

This paper is organized as follows. Section II introduces
some terms and definitions related to packet error sequences
and their statistics. Section IIT demonstrates the structure and
parameterization of the packet-level DEPHMM. In Section IV,
the performance of the developed DEPHMM is shown through
simulations. Conclusions are drawn in Section V.

II. TERMS AND DEFINITIONS

In this section we clarify the terms and relevant burst
error statistics we use in this paper for binary packet error
sequences. An erroneous or failed packet is represented by
“1”, whereas a correctly received packet is represented by “0”.

A gap is described as a series of consecutive zeros between
two ones. Its length equals the number of zeros. An error
cluster is a series of consecutive ones having a length equal
to the number of ones. An error-free burst is a sequence of
consecutive zeros that have at least n bits in length. An error
burst is a sequence of zeros and ones delimited by two ones.
It is separated from other error bursts by error-free bursts.

In order to analyze packet-level error sequences, many burst
error statistics have been elaborated in the literature [11].
These statistics are also used to scrutinize the performance
of generated error sequences. The burst error statistics that
will be used in this paper are listed below [11]:

1) P(0™0|1): error-free run distribution (EFRD), which is
the probability that an error packet is followed by mg or
more error-free packets.

2) Pgp(me): error-burst distribution (EBD), which is the
cumulative distribution function (CDF) of error burst
lengths m..
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3) P(1™<|0): error-cluster distribution (ECD), which is the
probability that a zero is followed by at least m, succes-
sive ones.

4) p(Ak): packet error correlation function (PECF), which
is the conditional probability that the Akth packet fol-
lowing an error packet is also in error.

5) P(m,n): block error probability distribution (BEPD),
which is the probability that m out of n packets are in
error.

III. THE PROPOSED GENERATIVE MODEL

The illustration of the packet DEPHMM is depicted in

Fig. 1. The first step in formulating the DEPHMM is to
extract the error bursts from a reference error sequence. For
the first process, only one state (0) is sufficient to represent
the ecrror-free bursts because it corresponds to zeros only.
Whereas, the error bursts have ones and zeros organised
differently. Therefore, error bursts deserve partitioning into
many groups (1, ..., N). Each group should convey a shared
structural behavior. Because the errors mainly govern the
behavior of the packet error sequence, we decided to use the
number of error packets in each error burst as a criterion for
partitioning. However, the length of the error bursts varies
and this would affect the number of error packets. Therefore,
the ratio of the number of error packets in an error burst to
the length of the error burst is the best choice for the purpose
of partitioning. Consequently, the range of ratio values should
be partitioned to accommodate the number of error burst
states, where each state has approximately the same numbers
of error bursts.
The process of creating error-free burst lengths is
straightforward. Error-free burst lengths can be created
by utilizing the reference error-free burst lengths distribution.
The real challenge now is to create error burst lengths. Since
our major concern is to detail the construction of errors
within an error burst, we dedicate several substates to the
error cluster lengths of each class of the first process and a
single substate for the gap lengths of the error bursts. Each
error cluster substate represents a single error cluster length.
Similar to the error-free bursts, the generation of gap lengths
within the error bursts of each class depends on their length
probability distribution. Combining the error cluster substates
with the gaps substate is the task of the second process,
whereas the first process is dedicated to combining the error
bursts with the error-free bursts.

The parameters of the DEPHMM are as follows:

1) N: the number of states for error bursts, i.e., S =
{s1,82, .., SN,SN+1}, Where S is the set of states. The
parameter N is selected according to the desired accu-
racy.

2) M, the number of error cluster substates in each state,
i.e., Voo = {v1u, V20, oy UMy UMiut1 }> Where V, is the
set of substates and v = 1, ..., N. The parameter M, is
set to the number of error cluster lengths in each error
burst state.
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F = (f;;): the state transition matrix, where f; ; is the
transition probability from s; to s;, such that
fij=PlQiy1=15;Qi=5i],1<i,j <N +1
]-, 1§Z§]\7,j:]\7+1,
o NgB,j ~ NeBj - .
= S Nopy  NxNuna t=N+1,1<j<N,

0, otherwise,

ey

with ()¢ being the current state at time ¢ and Ngp ; the
number of error bursts in s;.

D, = ((dn,x)u): the substate transition matrix, where
(dh,k )y s the transition probability from vy, to vy, , such
that

(dh,k)u =P [RL+1 =Vk, |RL :/Uhu}al Shua ku SMu +1

17 1§hu§AMu7ku:Mu+lv

Ny —
= m’ hy = My +1,1 < ky < My,

0, otherwise,

@
with R; being the current state at time ¢ and N¢, the
number of error clusters in k,,.

A = (a;(n)): the first process emission probability
distribution matrix, where a;(n) (1 < j < N +1) is
the probability of getting the burst y,, in state s;, that is

a,j(n) =P [?/n att\Qt = S‘j] s 1<n< NEB.,ijrEFB,j-

Ngrp,; is the number of error-free bursts in s;.

B = (bg, (m)): the second process gap emission proba-
bility distribution matrix, where by, (m) (k, = M, + 1)
is the probability of getting the gap length z.,,, in state
Uk, » that is

bg, = Plxm att|Ry = vg,],1 <m < Ngk,-

Ng i, is the number of gaps in k.

II, = ((7k)): the initial substate distribution vector,
where (), is the probability of vg, to be an initial
substate.

3

which is important because it assures the initiation of an
error burst by an error cluster. Similarly, we can obtain
the termination substate distribution vector €2,, which
assures that the error burst is ending with an error cluster,
and the initial state distribution vector.

On,u: error burst length values obtained from the reference
error burst length distribution. These values regulate the
termination of error burst generation, so that §2,, shall be
activated according to them. The activation takes place
when the generated error burst length becomes either
equal or around a chosen §,. The deviation from 4,
should be small enough, otherwise, the current generated
error burst will be discarded.

I': generated packet error sequence length. This value
terminates the packet error sequence generation once it
is reached or exceeded.

IT, = (dmy+1,15 - AMy+1,0M.,0)
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These parameters construct the packet DEPHMM and ex-
plain its algorithm. Note that the percentage of the generated
error packets among the total generated packets for each state
should approximately match that of the corresponding state of
the reference error sequence. If the difference is large, then
the error burst state should be further partitioned.

IV. SIMULATION RESULTS AND DISCUSSIONS

In order to obtain reference packet error sequences for
the purpose of parametrization, we simulated a coded EG-
PRS transmission system, as detailed in [11]. It con-
sists of a convolutional encoder/decoder, a burst in-
terleaver/deinterleaver, a Gaussian minimum shift keying
(GMSK) modulator/demodulator, a Viterbi equalizer, and a
cyclic redundancy check (CRC) for error detection. The under-
lying channel is tailored to a typical urban (TU) environment
with a mobile speed of 3 km/h. In this paper, we use an
example reference packet error sequence with a carrier-to-
interference ratio (CIR) of 11 dB and length of 1 million.
The packet error sequence is structured by allocating a one
for a failed or erroneous packet which contains at least
one undecodable error, and a zero for a correctly decoded
packet. The value of n is chosen to be 50 from the EFRD
plateau and I' = 1.7 million bits. The error bursts can then
be extracted and partitioned into classes. The number of
partitions should be high, e.g., more than 10. This number
affects the accuracy of the final results and the complexity
of the model [7]. In this paper, N = 20 is used. For the
purpose of comparisons, a packet-level DPBGM and SFM
[11] were implemented. The parameters of the packet-level
DPBGM are Rp = 0.052 and ¢, = 0.01. Subsequently, the
vector ¥ = (9,10,0.09,0.2255, 300.85H z,0.0394ms), and
the number of states used for the SFM is 6 [11].

In order to evaluate any generative model, we have to find
out how closely its burst error statistics match those of the
descriptive model. Figs. 2—-6 demonstrate the performance of
the packet-level DEPHMM, DPBGM, and SFM compared
with the descriptive model in terms of the burst error statistics
mentioned in Section II. The EFRDs and EBDs are shown in
Figs. 2 and 3, respectively, where the DEPHMM has negligible
degradation from the descriptive model. In Fig. 4, the ECD
of the DEPHMM has a little divergence from the DEPHMM
for long error clusters with lengths not less than 8. This is
because the probability of selecting these lengths are smaller
than others in the second process of the DEPHMM. In Fig. 5,
the PECF of the DEPHMM is shown. It has a sufficient
image of the descriptive model at high correlation values,
but it fails to mimic the distinct breakpoints. Finally, The
BEPD is illustrated in Fig. 6, where the value of n = 55
was selected. This statistic shows a good match between the
DEPHMM and the descriptive model. Note that the SFM fails
to match most of the burst error statistics except the EFRD.
It is clear that the DEPHMM burst error statistics have small
discrepancies from the DPBGM statistics and the descriptive
model. In fact, the DPBGM retricves the error bursts from
the reference packet error sequence rather than constructing
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them by itself. This explains the high quality performance of
the DPBGM. Nevertheless, this process of borrowing error
bursts from the reference sequence is not desirable for the
development of future adaptive generative models.

V. CONCLUSIONS

The DEPHMM is capable of constructing binary packet
error sequences having burst error statistics that match closely
those of reference packet error sequences derived from an
EGPRS system. This is achieved by forming detailed error
bursts through the second process of the DEPHMM. The
DPBGM can approximate the desired burst error statistics of
the descriptive model very well. However, it does not create
error bursts by itself, which is not desirable for the application
to adaptive general modelling. The SFM failed to match most
of the burst error statistics of the descriptive model.
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Fig. 1.

The packet-level DEPHMM.
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Fig. 2. The EFRDs of the descriptive model obtained from the
EGPRS system and different packet-level generative models.
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Fig. 3. The EBDs of the descriptive model obtained from the EGPRS
system and different packet-level generative models.
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Fig. 4. The ECDs of the descriptive model obtained from the EGPRS
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